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Brainlab AG ("Brainlab" or "we") takes the protection of your personal data very seriously. This 

data protection notice ("Data Protection Notice") informs you about the processing of your 

personal data by Brainlab when you use our TogetherWeTrack App ("TogetherWeTrack App") as 

well as your related rights. 
 

We reserve the right to change or amend this Data Protection Notice from time to time in 

accordance with applicable laws; we therefore recommend that you review this Data Protection 

Notice at regular intervals. You can access the current version of this Data Protection Notice at any 

time under the Section “Terms of Use / Data Privacy”. 
 

1. WHO IS RESPONSIBLE FOR THE PROCESSING OF MY PERSONAL DATA? 
 

The TogetherWeTrack App is operated by Brainlab AG. Brainlab is responsible for the 

processing of your personal data as controller (as defined by Art. 4 No. 7 General Data 

Protection Regulation ("GDPR")). 
 

2. HOW CAN I CONTACT BRAINLAB AND ITS DATA PROTECTION OFFICER? 

You can contact Brainlab at any time under the following contact details: 

Brainlab AG 

Olof-Palme-Straße 9 

81829 Munich, Germany 

togetherwetrack@brainlab.com 
 

+49 89 991 568 0. 
 

You can reach our data protection officer under the following contact details: 
 

Nicolas Kötter 

c/o intersoft consulting services AG 

Beim Strohhause 17 

20097 Hamburg, Germany 

www.intersoft-consulting.de 

NKoetter@intersoft-consulting.de 
 

+49 8959946725. 
 

3. WHAT ARE "PERSONAL DATA" AND WHAT DOES "PROCESSING" MEAN? 
 

3.1 Personal Data 
 

"Personal data" means any information relating to an identified or identifiable natural person 

("data subject"); an identifiable natural person is one who can be identified, directly or 

indirectly, in particular by reference to an identifier such as a name, an identification 

number, location data, an online identifier or to one or more factors specific to the physical, 

physiological, genetic, mental, economic, cultural or social identity of that natural person. 
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3.2 Processing 
 

"Processing" means any operation or set of operations which is performed on personal data 

or on sets of personal data, whether or not by automated means, such as collection, 

recording, organization, structuring, storage, adaptation or alteration, retrieval, consultation, 

use, disclosure by transmission, dissemination or otherwise making available, alignment or 

combination, restriction, erasure or destruction. 
 

4. WHAT DATA WILL BE COLLECTED ABOUT ME? FOR WHICH PURPOSES AND ON WHICH LEGAL 

BASIS WILL MY DATA BE USED? 
 

You are free to use our TogetherWeTrack App. You can refuse to use the 

TogetherWeTrack App or to stop using the TogetherWeTrack App at any time without any 

consequences. Please see the how it works description in the Settings section to better 

understand how TogetherWeTrack App functions. 
 

If you decide to use our TogetherWeTrack App the following information will be tracked via 

your device (depending on your individual settings): 
 

 Upon an encounter with other user a unique ID is generated (including 

rough location (through Wi-Fi or beacon), time, duration and distance of 

encounter, and, if applicable, coughing detection (via device accelerator) 
 

 necessary to track and evaluate encounters with infected persons, 

to understand infections and to alert individuals in case they had an 

encounter with an infected persons 
 

 collected only in case and for time of an encounter and locally saved 

on the phone 
 

 general rough location history (via Wi-Fi, QR-code or beacons) with 

time stamp 
 

 necessary to generate heat maps of areas frequently visited by 

potentially infected individuals in order to reduce risks of smear 

infections 
 

 collected every minute regardless of encounters. 
 

The above information (as per your individual settings) will be collected automatically via 

your device (at regular intervals or in the events set out above) when you are within the 

office building (i.e., within the corporate Wi-Fi network). Certain areas of sensitive nature 

(such as restrooms) will be excluded from tracing via the TogetherWeTrack App. The 

location information will only be tracked to locate encounters or areas of frequent visits 

which could potentially trigger the spread of infections but not to capture or establish any 

individual movement profiles. You do not have to open the TogetherWeTrack App for any 

data to be collected and stored via the TogetherWeTrack App. No personal data will be 

collected via the TogetherWeTrack App in case you are outside of Brainlab's office 

building. 
 

The data tracked via your device and the TogetherWeTrack App will be stored locally on 

your device without access to the information by Brainlab. We will only receive certain of 

your data (i.e., only IDs, rough location and event time stamps) and only if you decide to 

upload the information via the button “I agree to upload my data” in case of a confirmed 

positive testing for an infection. 
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In case you report that you were positively tested for an infection via the TogetherWeTrack 

App, you will further be asked to provide a confirmation of the test to our Trust Center 

(such as a confirmation document from the health authority or your family doctor). We will 

process such information only to verify and confirm your infection before your data are 

uploaded from your device to our servers and before alerting other individuals about their 

encounter with an infected person. 
 

You are free to report your infection to Brainlab via the TogetherWeTrack App and also 

to decide what information you would like to disclose to Brainlab in addition to your infection 

(i.e., only IDs, rough location and event time stamps). However, the effectiveness of the 

measures taken at Brainlab to contain an infection, such as alerting individuals via the 

TogetherWeTrack App about their encounters with an infected person, isolation and 

separation of workforce or disinfection of the working environment, depend on the timely and 

accurate reporting via the TogetherWeTrack App. 
 

In case you report your infection via the TogetherWeTrack App, other users will only be 

informed about the encounter with an infected person (if applicable). Under no 

circumstance will we disclose your identity or name via the TogetherWeTrack App to other 

users. 
 

Brainlab processes the personal data received in the context of your use of the 

TogetherWeTrack App on the basis of the statutory provisions and solely as necessary to 

mitigate the risks of infections within the organization by alerting individuals of a potential 

encounter with an infected person and by isolating infected or potentially infected persons, 

and by disinfection of the working environment in case of potential smear infections. 
 

The processing of personal data relating to Brainlab's employees is based on the necessity 

of the processing to fulfil Brainlab's legal duty in the field of employment law to protect its 

employees and enable a safer working environment (Art. 6(1) lit. f), Art. 9(2) lit. b), Art. 88 

GDPR, Sec. 26(1)(3) BDSG). In addition, Brainlab may process data relating to users of 

the TogetherWeTrack App, including its employees and visitors of its office buildings, for 

the above purposes on the basis of Brainlab's legitimate interests to the extent necessary 

for reasons of public interests and to comply with Brainlab's legal obligations in the area of 

public health (Art. 6(1) lit. f) and c), Art. 9(2) lit. i) GDPR, Sec 22(1) No. 1 lit. c) BDSG). 
 

Your personal data will not be used by Brainlab for any other purposes. 
 

5. WHO WILL MY DATA BE DISCLOSED TO? 
 

Your personal data will be kept strictly confidential and not be disclosed to any third party, 

except as expressly set out in this Data Protection Notice or where required to comply with 

applicable law. 
 

Any personal data collected by Brainlab via the TogetherWeTrack App will be disclosed 

internally only to dedicated personnel of the Brainlab Trust Center who are under strict 

confidentiality obligations. Your personal data will not be further disclosed to any other 

persons, except on a need to know basis where necessary for Brainlab to protect its 

employees and visitors of its office buildings in the context of mitigating infection risks or as 

required to comply with applicable law (such as in case of requests from the health 

authorities). 
 

In addition, Brainlab may engage technical third party service providers that support 

Brainlab to operate the TogetherWeTrack App and to host and store your personal data. 

These service providers process your personal data solely on behalf and in accordance 

with the instructions of Brainlab and may not process your personal data for any other 
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purposes. Our service providers have been carefully selected by Brainlab and are 

contractually obliged as processors to protect your personal data in accordance with 

applicable legal requirements. To learn more about the service providers used by Brainlab, 

please contact us. 
 

6. WILL MY DATA BE PROCESSED ALSO IN COUNTRIES OUTSIDE THE EU/EEA? 
 

Your personal data will be stored and processed only within the European Union. 
 

7. HOW WILL MY PERSONAL DATA BE PROTECTED? 
 

We have implemented appropriate technical and organizational measures to protect your 

personal data with a level of security appropriate to the risks to the personal data. In 

particular, any data generated by ID generation, temperature measurement, rough location 

or event time stamps are saved locally on your phone. This data is only shared with Brainlab 

upon your agreement. All data can be deleted at any time in the section Settings of the App 

by clicking on the button Delete all data. 
 

8. HOW LONG WILL MY PERSONAL DATA BE STORED? 
 

Your personal data will be stored by Brainlab only for as long as necessary to carry out the 

measures implemented by Brainlab to protect its employees and visitors of its office 

buildings in the context of mitigating infection risks. 
 

In general, any personal data stored locally on your device will be deleted after one month. 

Any personal data you upload, or otherwise disclose, to our Trust Center will be stored by 

Brainlab for one month. 
 

Your personal data will be fully deleted thereafter, except where Brainlab is under a legal 

obligation to continue to store the data or the data is necessary for the establishment, 

exercise or defense of legal claims. 
 

9. WHICH RIGHTS DO I HAVE? 
 

To the extent Brainlab processes personal data about you, you have the right, in 

accordance with and as provided for by applicable law: 
 

• to obtain access to and information about the personal data processed concerning 

you and to obtain a copy of such data (right of access); 
 

• to obtain the rectification of any inaccurate personal data and, having regard to the 

purposes of the processing, the completion of incomplete personal data (right to 

rectification); 
 

• to obtain the erasure of personal data concerning you, where one of the grounds 

for erasure applies (right to erasure); 
 

• to obtain the restriction of the processing of your personal data, if the legal 

requirements are met (right to restriction of processing); 
 

• if the legal requirements are met, to receive the personal data provided by you in a 

structured, commonly used and machine-readable format and to transfer this 

personal data to another controller or, if technically feasible, to have it transferred 

by Brainlab (right to data portability); and 
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• not to be subject to a decision based solely on automated processing which 

produces legal effects concerning you or significantly affects you in a similar way, 

if the legal requirements are not met. An automated decision making process is not 

carried out by Brainlab. 
 

You also have the right to object, on grounds relating to your particular situation, and in 

accordance with applicable law, to the processing of personal data which is processed on 

the basis that it is necessary for the purpose of Brainlabs's legitimate interests (right to 

object). 
 

In order to exercise your rights (including the withdrawal of your consent), as well as in the 

event of questions regarding the processing of your personal data, please contact Brainlab 

at togetherwetrack@brainlab.com or at the contact details set out in section 2 above. 
 

Without prejudice to any other remedies, you also have the right to lodge a complaint with 

a supervisory authority at any time. 

 
 
 

* * * 
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